American Recovery and Reinvestment Act (ARRA)

Risks and Internal Control Assessment


Objective: 
To verify that controls are in place to satisfy the Accountability and Transparency requirements in the American Recovery and Reinvestment Act (ARRA).  

	RISKS (What can go wrong?)

	CONTROLS
	Controlled
(Y/N)?
	Risk

Level

	I. Awards and Contracts

Overall Risk:  Contracts have not been updated to include all new requirements associated with the Recovery Act.  Objectives:  Funds are awarded and distributed in a prompt, fair and reasonable manner.  


	1.
	Bids are not awarded in a competitive manner to the lowest bidder and not awarded in a timely manner.
	Expected Control:  Competitive awards are maximized.  In addition, there is a process in place to award funds in a timely manner.  

Actual Control:

	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	2.
	Contracts do not contain Buy American in it.
	Expected Control: Contracts have a “Buy American

Statement.  Projects for the construction, alteration, maintenance, or repair of a public building or public work use iron, steel, and manufactured goods produced in the United States. (ARRA Section 1605)

Actual Control:

	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	3.
	Wages are not paid in accordance with the Davis Bacon Act.
	Expected Control:  Contracts have wage rate requirements (Davis-Bacon Act) stated.  All laborers and mechanics employed by contractors and subcontractors must be paid wages at not less than prevailing rates on projects of similar character in the locality.  (ARRA Section 1606)  

Actual Control:


	  FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L


	4.
	Contracts do not referenced individuals with disabilities/business owned by individuals and disabilities.  Difficulties in meeting DBE goals, inadequate industry capacity, attempts to avoid good faith efforts, and temptation to use front companies.
	Expected Control:  Contracts have verbiage included about individuals with disabilities/business owned by individuals with disabilities.  (ARRA Section 1608)

Actual Control:
	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	5.
	Contracts do contain necessary verbiage about public health, safety, and environmental qualify.
	Expected Control: Contracts have verbiage included about public health, safety, and environmental quality (The National Environmental Policy Act) 

Actual Control:

	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	6.
	Scopes and milestones regarding ARRA funding are not clearly defined and measurable.
	Expected Control:  Performance measures (scope/milestones) are clearly defined.

Actual Control:

	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	7.
	Reports are not submitted on a routine basis.
	Expected Control: Contractors are required to submit periodic progress reports.

Actual Control:


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	8.
	Inspections are not performed on all ARRA jobs.  Faulty inspections are performed on ARRA jobs.  
	Expected Control: Contract monitoring provisions are clearly defined.   Inspection reports are required for all jobs.
Actual Control:


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	9.
	Penalties are not addressed for failure to meet project milestones.
	Expected Control:  Contracts contain penalties for failure to complete the project or meet milestones timely.

Actual Control:

	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	10.
	Allowable costs are not referenced in the contract.
	Expected Control: Contracts contain provisions which spell out allowable costs in order to avoid cost disallowances.

Actual Control:


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	11.
	Contracts do not contain the necessary requirements of allowing examination of records of contractors and/or subcontractors by the U.S. Comptroller.
	Expected Control:  Contracts include a provision that provides the U.S. Comptroller General and his representatives with the authority to:

1.  Examine any records of the contractor or any of its subcontractors, or any state or local agency administering such contract, that directly pertain to, and involve transactions relating to the contractor or subcontractor and

2.  To interview any officer or employee of the contractor or any of its subcontractors, or of any state or local government agency administering the contract, regarding such transactions.

(ARRA Section 902)

Actual Control:

	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	12.
	Contracts do not contain this provision to allow the IG to examine records.
	Expected Control:  Contracts include a provision authority of the Inspector General to examine any records or interview any employee or officers working on the ARRA contract.  

Actual Control:

	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L


	II.  Financial Stewardship  
Objectives:  Funds are used for authorized purposes and instances of fraud, waste, error and abuse are mitigated

	1.
	The stated purpose of the act is not adequately communicated and funds are spent on unauthorized or unallowable expenses.  
	Expected Control:  State and localities are spending Recovery Act funds in accordance with the stated purposes of the act.  The state purpose of the act is clearly communicated to personnel with definitions of allowable and unallowable costs.

Actual Control:


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	2a.
	 Un-allowed costs and improper payments to vendors might result from inadequate review.  Weak internal controls for the segregation, expenditure and billing of federal funds may lead to payment of ineligible costs.  A clear understanding of allowed and un-allowed costs are not transparent to business process owners.
	Expected Control: Invoices submitted for payment (improper payments are those made to an ineligible recipient or for ineligible services, duplicate payments, and payments for services not received) are reviewed for allowed costs prior to being approved for payment.
Actual Control:
	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	2b.
	Approvers of invoices do not have an adequate understanding of controls and procedures to approve invoices.  Invoices are approved for expediency and internal controls are overridden.
	Expected Control: Written internal controls and policies and procedures are in place to mitigate the risk of improper payments.  Business Process Owners authorized to approve invoices review supporting documentation prior to approving invoices and aware of allowable and unallowable costs.

Actual Control:


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	3.
	Audit findings are not followed up on with corrective actions.
	Expected Control:  Single audit reports/management reports are reviewed to ascertain weaknesses in controls.

Actual Control:


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	4.
	New Procurement requirements are not updated and shared with staff and sub grantees.
	Expected Control:  Updated procurement policies and procedures are in place to follow new rules of the act. 

Actual Control:

	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	5.
	Change orders are processed with adequate review leading to overbilled charges and cost overruns.
	Expected Control:  A formalized approval process for change orders is in effect and being utilized. 

Actual Control:

	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	6.
	Mispostings occur which leads to Recovery Act activity not having a sufficient audit trail to allow for accurate financial reporting and verification.  The integrity and transparency of the Recovery Act data is not available to verify if these transactions are authorized, valid, and appropriately recorded.
	Expected Controls: Recovery Act activity is clearly distinguishable from non-Recovery Act Activity.  A clear audit trail to allow for verification of the balance of Recovery activity is in place that allows for tracing from the beginning to the end of a transaction and to supporting documentation associated with the transaction.

Actual Control:

	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	7.
	Stimulus revenue is misposted. Mispostings lead to inaccurate financial reporting.
	Expected Control:  Federal stimulus revenue is charged to account 431XXX (Federal Grants-Direct) for grant funds received directly from a Federal agency. 

Actual Control:


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	8.
	Stimulus revenue is misposted. Mispostings lead to inaccurate financial reporting.
	Expected Control: For reimbursement grants, revenue should be recorded when expenditures are incurred (qualifying expenditures include encumbrances).

Actual Control:

	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	9.
	Improper revenue recognition leads to inaccurate financial reporting.
	Expected Control: For formula grants, revenue should be recorded as soon as it is measurable and available and all eligibility criteria have been met, and only in the period to be financed (otherwise, record as deferred revenue).

Actual Control:

	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	10.
	Weak internal controls lead to inaccurate and unreliable data for reporting purposes.  Integrity of data is a fundamental requirement of any accounting system and without evidence to support a recorded transaction it is difficult to verify if a transaction is authorized, valid, and appropriately recorded.  
	Expected Control:  Monthly reconciliations to ensure all general ledger balances are supported to subsidiary ledgers, modules, or other appropriate documentation takes place.

Actual Control:


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	11.
	Revenue is posted to the incorrect fund source.  Material misstatements may result from erroneous fund source classification.  The risks of incorrect fund source classification are noncompliance with reporting requirements reporting and inaccurate financial statements.
	Expected Control:  Fund source trial balances (44N) for federal stimulus grants are reviewed monthly.

Actual Control:


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	12.
	ARRA funds are used for fraudulent activity or are wasted and abused on unnecessary transactions.   Employees, contractors, and sub grantees fail to report fraud for fear of retaliation, don’t know who to contact, or believe nothing will result from it.
	Expected Control: Updated policies and procedures along with training are in place on how to recognize, prevent and report potential fraud.  In addition a confidential reporting mechanism is in place for employees, citizens, contractors, and sub grantees to report fraudulent activity. 

Actual Control:


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L


	III. Oversight (Sub-recipient Monitoring) Objectives:  

1. To ensure sub grantees properly spend ARRA funds.

2.  To ensure accountability and new reporting requirements are in place and operating effectively.

3.  To ensure efforts are in place to combat fraud, waste, and abuse.

	1.
	Inexperienced project managers may be needed with the influx of new projects without the sufficient experience to oversee and monitor grantees.  Agency does not have sufficient amount of staff to adequately monitor all sub grantee work.  Oversight and a lack of experience in handling federal-aid projects may lead to insufficient monitoring of sub grantees.
	Expected Control: Project managers have the sufficient level of expertise to oversee and monitor grantees.  Experienced staff is in placed in positions to oversee ARRA projects.

Actual Control:


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	2.  
	Sub grantee contracts do not contain the necessary requirements to meet the ARRA reporting standards.
	Expected Control: Procedures are in place to ensure that contracts with sub grantees are updated to include all required ARRA reporting standards.  Communication and training is ongoing with sub grantees for any new ARRA requirements.  

Actual Control: 


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	3.
	Inadequate inspection and substandard material acceptance and construction leading to waste, fraud, or abuse.
	Expected Control: Controls are in place to ensure that cost and schedule estimates are examined and deemed credible and complete, particularly the risks posed by larger and more complicated projects.  Inspections are performed on all ARRA projects and monthly audits are conducted on all ARRA projects.

Actual Control:


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	4.
	Money spent inefficiently because grantees used risky contracting methods in spending Federal funds, such as sole source contracts.  Sub grantees are unaware of new contract requirements.  Agency does not have adequate staff to oversee or monitor sub grantee contracts.
	Expected Control: Controls are in place to oversee grantees’ contracting management activities and ensure selection of appropriate contract types.  Actions needed include:  (1).  Specifying contract requirements early, maximizing competition, and using appropriate contract types and (2) preventing unallowable costs, improper payments, and excessive overhead charges during contract execution.  

Actual Control:


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	5.
	Single Audit findings are not reviewed and followed upon with regard to corrective action plans.  ARRA Recovery funds are awarded to sub grantees with a history of weak internal controls leading to a higher risk of misspent monies and misappropriation.
	Expected Control: Controls in place to address internal control weaknesses and identify unused funds for use elsewhere.  A process in place to monitor and identify internal control weaknesses and identify unused funds promptly and take timely action to free them up for use on other projects.   Single Audit reports are reviewed to identify internal control findings. Findings are communicated to Procurement.

Actual Control:


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	6.
	Agency’s accounting system is insufficient to prepare and submit required reports, permit the recording and tracing of expenditures to verify they are allowable expenditures, provide for adequate financial reporting, maintain adequate internal controls to monitor these funds, and provide for adequate source documentation.
	Expected Control: Processes are in place to track ARRA fund and reporting requirements to promote accountability and transparency.  Agencies financial systems are able to clearly and reliably track recovery funds separately from other program funds.  In addition, be able to distinguish ARRA funds from non-ARRA funds in all agency financial systems, business systems, and reporting systems.    

Actual Control:


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	7.
	ARRA funds are used for fraudulent activity or are wasted and abused on unnecessary transactions.   Employees, contractors, and sub grantees fail to report fraud for fear of retaliation, don’t know who to contact, or believe nothing will result from it.
	Expected Control:  Training and processes are established to enhance understanding among grantees and contractors on how to recognize, prevent and report potential fraud to the appropriate authorities.  Specific items to be addresses include false claims for materials and labor, bribes related to contracts for materials and labor, product substation, and disadvantaged business enterprises fraud.  The best way to make individuals aware of these fraud indicators is to conduct systematic fraud prevention education in the field.

Actual Control: 


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	8.
	Inadequate monitoring of sub grantee internal controls by not reviewing and following up on audit findings, questioned costs, and substandard work may lead to the awarding of contracts to sub grantees who defraud the government.
	Expected Controls:  Controls are in place to take timely and effective action to suspend and/or debar individuals or firms that have defrauded the Department so they do not receive Federal contracts in the future.  Internal Control questionnaires are sent out to sub grantees, Single Audit reports are reviewed for findings, corrective actions are reviewed, and sample testing is conducted by Internal Audits.

Actual Control:


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	9.
	Weak controls and inadequate monitoring may lead to cost overruns, billing overcharges, and questioned costs.
	Expected Controls:  Controls are in place to minimize and monitor cost overruns.  Monthly field inspectors perform reviews of invoices and work performed.  

Actual Control:


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L


	IV. Reporting Requirements

Objectives:  To ensure a process is in effect such that all reporting requirements mandated under the Recovery Act are met.  (Section 1512 © of the American Recovery and Reinvestment Act)

	1.
	Agency’s financial reporting system is unable to compile this information in a timely manner.  Agency does not have sufficient manpower to compile information.  Data is pulled erroneously and inconsistently.  
	Expected Control:  Controls are in place to ensure that no later than 10 days after the end of each calendar quarter, each recipient that received funds from a Federal agency submits a report that contains the following:

(1). The total amount of recovery funds received;
(2).  The amount of recovery funds received that were expended or obligated to projects or activities;
(3).  A detailed list of all projects or activities for which recovery funds were expended or obligated, including:

(A).  The name of the project or activity;

(B).  A description of the project or activity;

(C).  Completion status of the project or activity;

(D).  An estimate of the number of jobs created and the number of jobs retained by the project or activity;

(E).  For infrastructure investments made by State and local governments, the purpose, total cost, and rationale of the agency for funding the infrastructure investment with funds made available under this Act, and the name of the person to contact at the agency if there are concerns with the infrastructure investment.  

(4). Aggregate reporting controls in place for reporting on awards below $25,000 or to individuals.

Actual Control:


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	2.
	Agency is unable to compile necessary information in an accurate and timely manner to meet reporting requirements.
	Expected Control: Controls are in place to ensure timely completion of all required reports:  All required reports are listed with due dates.

Actual Control:


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	3.
	Employment data is unattainable, inaccurate, or unverifiable.  False or unsubstantiated employment data is submitted.
	Expected Control: Contractors and sub grantees as a condition in their contract are required to provide employment data.  Certified payrolls and other supporting documentation (i.e., time sheets) are made available for inspection.  

Actual Control:


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L

	4.
	Agency does not have a listing of all required reports necessary for all programs.  Agency does not submit all necessary reports
	Expected Control: Monthly checklist, with all required reports and due dates, is prepared with business process owners assigned to each report.
Actual Control:


	 FORMCHECKBOX 
  Y

 FORMCHECKBOX 
  N


	 FORMCHECKBOX 
 H

 FORMCHECKBOX 
 M

 FORMCHECKBOX 
 L


